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QUESTION 153
Which configuration must you perform on a switch to deploy Cisco ISE in low-impact mode?



A.    Configure an ingress port ACL on the switchport.
B.    Configure DHCP snooping globally.
C.    Configure IP-device tracking.
D.    Configure BPDU filtering.



Answer: A



QUESTION 154
Which profiling capability allows you to gather and forward network packets to an analyzer?



A.    collector
B.    spanner
C.    retriever
D.    aggregator



Answer: A



QUESTION 155
Which network access device feature can you configure to gather raw endpoint data?



A.    Device Sensor
B.    Device Classifier
C.    Switched Port Analyzer
D.    Trust Anchor



Answer: A



QUESTION 156
Which method does Cisco prefer to securely deploy guest wireless access in a BYOD implementation?



A.    deploying a dedicated Wireless LAN Controller in a DMZ
B.    configuring a guest SSID with WPA2 Enterprise authentication 
C.    configuring guest wireless users to obtain DHCP centrally from the corporate DHCP server
D.    disabling guest SSID broadcasting



Answer: A



QUESTION 157
Which mechanism does Cisco ISE use to force a device off the network if it is reported lost or stolen?



A.    CoA
B.    dynamic ACLs
C.    SGACL
D.    certificate revocation



Answer: A



QUESTION 158
You discover that the Cisco ISE is failing to connect to the Active Directory server. Which option is a possible cause of the problem?



A.    NTP server time synchronization is configured incorrectly.
B.    There is a certificate mismatch between Cisco ISE and Active Directory.
C.    NAT statements required for Active Directory are configured incorrectly.
D.    The RADIUS authentication ports are being blocked by the firewall.



Answer: A



QUESTION 159
Which type of remediation does Windows Server Update Services provide?



A.    automatic remediation
B.    administrator-initiated remediation
C.    redirect remediation
D.    central Web auth remediation



Answer: A



QUESTION 160
Which three remediation actions are supported by the Web Agent for Windows? (Choose three.)



A.    Automatic Remediation
B.    Message text
C.    URL Link
D.    File Distribution
E.    AV definition update
F.    Launch Program



Answer: BCD



QUESTION 161
What endpoint operating system provides native support for the SPW?



A.    Apple iOS
B.    Android OS
C.    Windows 8
D.    Mac OS X



Answer: A



QUESTION 162
Which condition triggers wireless authentication?



A.    NAS-Port-Type is set to IEEE 802.11.
B.    Framed-Compression is set to None.
C.    Service-Type is set to Framed.
D.    Tunnel-Type is set to VLAN.



Answer: A



QUESTION 163
Which feature enables the Cisco ISE DHCP profiling capabilities to determine and enforce authorization policies on mobile devices?



A.    disabling the DHCP proxy option
B.    DHCP option 42
C.    DHCP snooping
D.    DHCP spoofing



Answer: A
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