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QUESTION 298
A network administrator reviews the attack risk report and notices several low-impact attacks. What does this type of attack indicate?

A.    All attacks are listed as low until manually recategorized.
B.    The host is not vulnerable to those attacks.
C.    The host is not within the administrator’s environment.
D.    The attacks are not dangerous to the network.

Answer: D
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QUESTION 106
An organization is setting up two new Cisco FTD devices to replace their current firewalls and cannot have any network downtime. During the setup process, the synchronization between the two devices is failing.
What action is needed to resolve this issue?

A.    Confirm that both devices have the same port-channel numbering
B.    Confirm that both devices are running the same software version
C.    Confirm that both devices are configured with the same types of interfaces
D.    Confirm that both devices have the same flash memory sizes

Answer: D
Explanation:
The devices must have the same type and number of interfaces and software needs to be on same version.
However, the question is specifically touching on synchronization issues.
If you are using units with different flash memory sizes in your High Availability configuration, make sure the unit with the smaller flash memory has enough space to accommodate the software image files and the configuration files. If it does not, configuration synchronization from the unit with the larger flash memory to the unit with the smaller flash memory will fail.
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/firepower_threat_defense_high_availability.html
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QUESTION 212
An administrator Is setting up a Cisco PMC and must provide expert mode access for a security engineer. The engineer Is permitted to use only a secured out-of-band network workstation with a static IP address to access the Cisco FMC. What must be configured to enable this access?

A.    Enable SSH and define an access list.
B.    Enable HTTP and define an access list.
C.    Enable SCP under the Access List section.
D.    Enable HTTPS and SNMP under the Access List section.

Answer: A
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QUESTION 197
An engineer wants to change an existing transparent Cisco FTD to routed mode. The device controls traffic between two network segments. Which action is mandatory to allow hosts to reestablish communication between these two segments after the change?

A.    Remove the existing dynamic routing protocol settings.
B.    Configure multiple BVIs to route between segments.
C.    Assign unique VLAN IDs to each firewall interface.
D.    Implement non-overlapping IP subnets on each segment.

Answer: D
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QUESTION 174
An engineer must define a URL object on Cisco FMC.
What is the correct method to specify the URL without performing SSL inspection?

A.    Use Subject Common Name value.
B.    Specify all subdomains in the object group.
C.    Specify the protocol in the object.
D.    Include all URLs from CRL Distribution Points.

Answer: A
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QUESTION 155
Within an organization’s high availability environment where both firewalls are passing traffic, traffic must be segmented based on which department it is destined for. Each department is situated on a different LAN. What must be configured to meet these requirements?

A.    redundant interfaces
B.    span EtherChannel clustering
C.    high availability active/standby firewalls
D.    multi-instance firewalls

Answer: D
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QUESTION 130
An organization is using a Cisco FTD and Cisco ISE to perform identity-based access controls. A network administrator is analyzing the Cisco FTD events and notices that unknown user traffic is being allowed through the firewall.
How should this be addressed to block the traffic while allowing legitimate user traffic?

A.    Modify the Cisco ISE authorization policy to deny this access to the user.
B.    Modify Cisco ISE to send only legitimate usernames to the Cisco FTD.
C.    Add the unknown user in the Access Control Policy in Cisco FTD.
D.    Add the unknown user in the Malware & File Policy in Cisco FTD.

Answer: C
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QUESTION 48
Which two routing options are valid with Cisco Firepower Threat Defense? (Choose two.)

A.    BGPv6
B.    ECMP with up to three equal cost paths across multiple interfaces
C.    ECMP with up to three equal cost paths across a single interface
D.    BGPv4 in transparent firewall mode
E.    BGPv4 with nonstop forwarding

Answer: AC
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QUESTION 21
Which object type supports object overrides?

A.    time range
B.    security group tag
C.    network object
D.    DNS server group



Correct Answer: C

QUESTION 22
Which Cisco Firepower rule action displays an HTTP warning page?

A.    Monitor
B.    Block
C.    Interactive Block
D.    Allow with Warning

Correct Answer: C

QUESTION 23
What is the result of specifying of QoS rule that has a rate limit that is greater than the maximum throughput of an interface?

A.    The rate-limiting rule is disabled.
B.    Matching traffic is not rate limited.
C.    The system rate-limits all traffic.
D.    The system repeatedly generates warnings.

Correct Answer: B

QUESTION 24
Which Firepower feature allows users to configure bridges in routed mode and enables devices to perform Layer 2 switching between interfaces?

A.    FlexConfig
B.    BDI
C.    SGT
D.    IRB

Correct Answer: D

QUESTION 25
In which two places can thresholding settings be configured? (Choose two.)

A.    on each IPS rule
B.    globally, within the network analysis policy
C.    globally, per intrusion policy
D.    on each access control rule
E.    per preprocessor, within the network analysis policy

Correct Answer: AC

QUESTION 26
In which two ways do access control policies operate on a Cisco Firepower system? (Choose two.)

A.    Traffic inspection can be interrupted temporarily when configuration changes are deployed.
B.    The system performs intrusion inspection followed by file inspection.
C.    They can block traffic based on Security Intelligence data.
D.    File policies use an associated variable set to perform intrusion prevention.
E.    The system performs a preliminary inspection on trusted traffic to validate that it matches the trusted parameters.

Correct Answer: AC

QUESTION 27
Which two types of objects are reusable and supported by Cisco FMC? (Choose two.)

A.    dynamic key mapping objects that help link HTTP and HTTPS GET requests to Layer 7 application protocols.
B.    reputation-based objects that represent Security Intelligence feeds and lists, application filters based on category and reputation, and file lists
C.    network-based objects that represent IP address and networks, port/protocols pairs, VLAN tags, security zones, and origin/destination country
D.    network-based objects that represent FQDN mappings and networks, port/protocol pairs, VXLAN tags, security zones and origin/destination country
E.    reputation-based objects, such as URL categories

Correct Answer: BC

QUESTION 28
What is the benefit of selecting the trace option for packet capture?

A.    The option indicates whether the packet was dropped or successful.
B.    The option indicated whether the destination host responds through a different path.
C.    The option limits the number of packets that are captured.
D.    The option captures details of each packet.

Correct Answer: C

QUESTION 29
After deploying a network-monitoring tool to manage and monitor networking devices in your organization, you realize that you need to manually upload an MIB for the Cisco FMC. In which folder should you upload the MIB file?

A.    /etc/sf/DCMIB.ALERT
B.    /sf/etc/DCEALERT.MIB
C.    /etc/sf/DCEALERT.MIB
D.    system/etc/DCEALERT.MIB

Correct Answer: C

QUESTION 30
Which command is run at the CLI when logged in to an FTD unit, to determine whether the unit is managed locally or by a remote FMC server?

A.    system generate-troubleshoot
B.    show configuration session
C.    show managers
D.    show running-config | include manager

Correct Answer: C

QUESTION 31
Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

A.    configure coredump packet-engine enable
B.    capture-traffic
C.    capture
D.    capture WORD

Correct Answer: B

QUESTION 32
How many report templates does the Cisco Firepower Management Center support?

A.    20
B.    10
C.    5
D.    unlimited

Correct Answer: D

QUESTION 33
Which action should be taken after editing an object that is used inside an access control policy?

A.    Delete the existing object in use.
B.    Refresh the Cisco FMC GUI for the access control policy.
C.    Redeploy the updated configuration.
D.    Create another rule using a different object name.

Correct Answer: C

QUESTION 34
Which Cisco Firepower feature is used to reduce the number of events received in a period of time?

A.    rate-limiting
B.    suspending
C.    correlation
D.    thresholding

Correct Answer: D

QUESTION 35
Which report template field format is available in Cisco FMC?

A.    box lever chart
B.    arrow chart
C.    bar chart
D.    benchmark chart

Correct Answer: C

QUESTION 36
Which group within Cisco does the Threat Response team use for threat analysis and research?

A.    Cisco Deep Analytics
B.    OpenDNS Group
C.    Cisco Network Response
D.    Cisco Talos

Correct Answer: D
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70-537(retiring January 31, 2021)

70-705(retiring January 31, 2021)

70-740(retiring January 31, 2021)

70-741(retiring January 31, 2021)

70-742(retiring January 31, 2021)

70-743(retiring January 31, 2021)

70-744(retiring January 31, 2021)

70-745(retiring January 31, 2021)

70-761(retiring January 31, 2021)

70-762(retiring January 31, 2021)

70-764(retiring January 31, 2021)

70-765(retiring January 31, 2021)

70-767(retiring January 31, 2021)

70-768(retiring January 31, 2021)

70-777(retiring January 31, 2021)

70-778(retiring January 31, 2021)

70-779(retiring January 31, 2021)

MB2-716(retiring January 31, 2021)

MB6-894(retiring January 31, 2021)

MB6-897(retiring January 31, 2021)

MB6-898(retiring January 31, 2021)
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